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Abstract of JP2000056681 

PROBLEM TO BE SOLVED: To provide a 
digital data recorder with secrity information 
which prevents digital data from being falsified, 
reproduced, partially used, or illegally used. 
SOLUTION: A CPU 3 generates a public key 
and a secret key by a public key cryptosystem. 
Then, an ID image stored in a security memory 
8-1 is used as a random number series 
source. Moreover, the CPU 3 appends 
additional information to the image data 
inputted from a pickup system 1, and encodes 
the data with the secret key, to generate an 
electronic signature data. Further, the CPU 
summarizes the input data main body to which 
the additional information is appended, the 
electronic signature data, and the public key, 
etc., an generates a data file. In the case of 
restoring the data file, if the data acquired by 
decoding the electronic signature data by 
using the public key appended to the data file 
coincides with the data acquired from the main 
body of the data file, it can be judged that 
neither falsification nor edit, etc., are added 
thereto. 
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Xf7 7Al 0«£i\ *£ : &2o<7)£&£Sgftp, q 

f (BID. HttlD) = (P, q) 

[0 04 5] z com^ni r/yxAtrisv-m. Jt« 

sSr^^rVki a fcKjrf.&i&Btfifc 0 . ATJT-^tSLS 

^m\n%m±Lxv>h» *mm\x\±. wm.[z®m 
mmtcmmz^htc^mmmtLx. i dhii^ 

[0046] ^fc. idb«(±, S«f-^^iit 

-C7 fAiiWN-y^aMiC&W^^tt-C, T-^7"P 

■CfcS. P, q^^tlH\ Il«Xf77Al 2tlP$ 

§ 0 

[0047] ^tt, Xf77S22t\ I DMRfc-fr 

T77S24T, ^X^-Hlfffi. &M«e. M«^d 
Sr-fe^f jl llf ^t'J8-l tJSifrf £ . 
[0048] C-2. jf#-f-^f*liE'lf$l?#WI 

n^xmrntt. 

[0049] KHStmWttXSfifeiefc:. *0S»T" 
^V^^-tii, Xf77S l 4/&^E!5(c^-rx-r'7 7 0 
S 2 6 A.jltj' . Xf77S2 6 Tit . fflmmfc*- H 
i^REC (au») t-H. PLAY (B4) =e-h\ M 

m^~vco\->-ftiTfo&fy£'$m-f&, ZZX\ RE C 

t - b* fcKSS *LT ^ * , 4 fctt R E C K»K§ 

titztz&izii. xf77S28t. a^a^w^ X 

x-y7°S3 0T". f'J^nm^mai^^tz'ik. MiMi 

Iffl^t'J 2(2tettt. Xf77S2 6M^. 

[0050] i^t. H7t» y-xt^§iffm^>Fjfft 
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<x * >j s - 1 fcfitts^Lt v^nss i d . mm i d 

( I Dfflft) fc«fctfetft»<0HttT-*a»&3rS. =Sr 
fc. Wtr-^ii. JUPftEfffl^l^'. CLfitKB*, 
-f. Bf#<tS^**ffifiH-4J:atetTfcJ:v\ 4 

zzxu. &#<ommi>. mmmotztbcomm 
[ o o 5 1 ] ttz, zzxmmt^ttMi.. ztitai 
f'J9)im^max^ gs&usjtm u3 »t 

*> § . ffi OS (7K -ofzT—9 t3tf L X Bf^fc S ti 
iO^mt^TV^ «-?T. «NB I Dtf3c9*af 

[00 5 2] ;;t, MKSBffi-lDtiii-fe^aUr^ 
fiSiE{=o^Tia9*#!SLTiJtW&. $U«\ 6 55 

Mf I D £r 1 6 h'' >y N ( y —X ) T"H I . JE^RF 

V?h> t(££> 4 # . 3 2t" 7 b OBK I D ^#1^ 
^T, SSt«f§MlD£t&£l.Ti>. jE^SS: 
IffltlDtfc^Wil l/6 5 5 36fc^l> 0 * 
MfcMTJi. f^/H^fi •/ 7 fc R«t«S I D 

[ o o 5 3 ] c - 3 . it(?)fy?/^fi ■/ ? . a 

4fc. HIS^IMPt-K**, P LAY =E-Ffc 
§ft£*§-£t{±. XT77S 3 2-Xf77S4 2tt5 

[00 54] 4"f . Xf 7 7° S 3 2T\ H^tfM V^T" 

ii^Siii-r-^^r-f^Koaji-. act. xf^r 

S 3 4 T', MKDT—fyrJ -y ^«Sr#BS 

£ . Xf ■/ 7" S 3 4 -Xf -/ 7° S 4 0 <MmX3r 3 . 
[00 5 5]^t, fy^;^M§ r-^04§-£t 
Ji. Xf77S3 6CI^ 08t^-tl^»ltJ; 



Dfi7?^fl ;c?)^x-/7*±. S^**a»Lfcr 
^7r-f* (SHBU: SS*<7)t-*&#-F 
*K ilfl&jItTA^W:^) tMLTi. ^ 
* U # - V *iHi £ 1 1 T ^ & ^ T # . ii AT) 

[00 56] -ttch-ij. T-^yr-fMzmn^tlX^ 

pymmm^xn^m^-f zmiti. ?a 

xVit^titzr : ~9^M%tt. ttz, f-^r-f* 

-fii-^i*. ztuzMLx. am. mmtfmtk 
nx^z^i^m^ ±.mmim?-?iz-m-&> % 
tz. T~?*fc&t>amm. isid. mm%i d 

( I DBtt) £±t/HmT-?£^iWJJ0£1- o 
[ 0 0 5 7 ] *^S^J<?)tA"^;PW^#^t-^ 

77s 3 ST. ^mm^Ltzm^zn-fmnim 
mmix.hk-ot.z-thtzMz^ -&mzmix. f-^y 

r 4 Mzmft $ fix ^ & !E££#0 ^iBH * H 2 tSH"& 

[0 0 5 8] act:. Xr-/7°S4 2T'f-iv^^«tJiE 
tfcl^^ff 5 . 7f77S 3 6TOfx .y ^ tiESt J: 

{f . mmmt lx, mi 2 ( a ) t^t± 3 1. am 

T- ^ fc fc t, t . |*l^iE WC ^ T V ■> 5 i t ZifitX <y 

■t-y ( rg£f. s . y ?oK i j ) s mm®, m&n 

[00 59 ] ^n^(7)ttJn'tffffi{i. lift t i D^^o 
N/OFF«'^i5(^TU|„ fit. teE^« 

Ha^^s* , 4 fcid 7 * -y h mmntm<vt§&i$ . 

012 (b) tSf«t3!3:*Sfc5S:S. lift7 ; -^fcJ; 

vf«D'[fffiii. 08 ts-f- ± 3 1 . t <mvm- 

A\ a*t9S3*ist iDfc^l^* ( I DBfft 
36*181 tT, IWlD^Sf) co^-x -y7tff-9 
T^O. ^S^T'A^H'. 012 (c) tS-t±3^ 

[0060] —ST. XT'y7°S3 4t£(-t&7T^ J \ 

vymw&fc ± 0. %k^\YPTA)vxhhzhifibfrh 

■t^SilT^SWtffctf)?. Xf77S4 0t, 01 

lt^-ct^t. a^^HHwea-^fl^ratffa. e 
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7S3 6, S38tittf 0 -f It, T-*7 7"f/W3fi 
ff £ ftt^Wltfc J: SflHHfc «*triii, *r 7" S 
4 2 ttsivr , 012 ( d ) i&fit i a StfflnflHfifco 

[00 6 2] Bf^ffcStifcr-? 7r^ 

1 1 Kj^fJ; 5 ffit&fflfc iSffi-^tt^BW 

T", Xf77S3 6, S3 8t7)®iI(±Xdf-y7°$tl^ 0 
^LT, £eW§£fc{±, 012 (e) fcTjr^d&ife 
fc^S. *»Wm, 01 Oifcf±0l lt^fio 

mzk**m£Lxvi<o-c mmmm) .012 

(e) fciKtWCIi, 7T^/Wmtt^*\ 

l r -f AT* £ %cr>* ■/ -fe - i?**^ 2 il 

£ fc fc fc K , &HfWfftr '- * § ft £ . 
[00 6 3] it, il»C0-fe^a'Jr'fffiiEOi5:V\ B 

5 1 a u r < it mzw n z&mmm mmmm 

^T-^tMbTfi, BJg*-fyTS4 2^3t«^ 01 
2(c) ISjffJ; at, ^T£o t-^jW 

[ 0 0 6 4 ] C - 4 . M«T-^OBf^k# 
J^l^f 77S4 2 fcfc V vcH^r-* fc^-f* 
t, 06^^f--/TS4 4^a^, ^-fUMWJ 
U WJ3iJLfc*Hfcft$y6tT, f&foTOIfcttLT, at 

[ 0 0 6 5 ] z z x\ m^/mm~fm\^titz^ 

t(±> 7f77S4 6^\jt&, %7&$Ay?ej&m s $^ 

[00 6 6]**:. Bf^tMiltM^S^-fS^^fTib 

MtA^ i~f, Bf^ffc-tSWi, S#*ffi#^ 

8-2 izBttSftT US , ffijL— f co 1 DBftOjltRB 
ffi^H^L (01 3£#SS) , MferiSft 



*> , mxMmjt-th z t ammt *s . 
[0067] aswjrr*-* t , otis^ * u 8 - 2 

IS I DJL— fCD&fflmZMV&l. 7f7 7S5 
OTs 01 0CgrtBS#ft«yifcfT3. t%bt>, 
LtX-rvTS 3 0*C#(RtfcT x^/H^^fWDtfe 

U Ifc^ffrr- ^>y^" (HR fl 

*A»fe*ffc* (BWfllSfiA:) f-^7T^/^«t 

iff 3. 0^oMT1i. T-^wra^ 

#^k*«7 Ltzf-fyrA Mi. . Xf >y 7° S 5 2 T\ 

[0068] c - 5 . aft s&a 

it, i5C7stxT77S2 6t:^>T, mt&emw 

il!t*^^i±. i5C*fXf77S 54^*^, jffiff 

(HTTP, FTPf-A) 21^i, v\°V 
ny22, 2 4, m7Xf-;l/^^72 3A%£ 0 
[0069] A°yny2 2T13:, m : f^f-;l/^^72 0 
A> Wi/7;HM ^ «f- ?7r-{ )V^WUk. B 

f;l/*^5 2 5^^/3y2 6tMfiS^T^I. 0 

7\°y r?y2 5ifc(±m?-xf-;^^7 2 6T1i, 
r-^ 7 7^ ;HlE5M* i: ff fcflT U£^T, fy^H 

-f/^^ 5 2 3 Tli, m^X^-^X?^ 5 2 0 ^MfiS 
Wt, ^-«44c7)r-^77-f^&Sfit-|.W, rt^ 

S^C, ^yny2 4tll tf7f/^^5 2 0^^ 
SflS iife r - ? 7 7 >f A> ti*t t TM t &ti?t& Z b =3r 

ifxw^7 2 3 1 mmzft®tf&mtiA:m 

[ 0 0 7 0 ] it, H^fcSftfc-r j^/l/S^ttSr- 
97T4)V<r>Wt&zli., milt, tfXf;W^7 2 
7, ^V3728, 2 9A S J)|, 0 'O*!^-, 

* ^ 7 2 0 , i*ft l ± a fc -f- s fi* o&mmttft 
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[00 7 1 ] r-^T-f/His 2 0 

Ztll . mrfXl-lVtlX y 27 ifzW^/^y 2 9 V 

r -f A^ffi-f-ffrt ■& z b ifi?* h <nx\ W&fflmsti 

[ 0 0 7 2 ] AUffiMw, Jf£*x 
(4. Zrttt. ^Vay±.<nV^-W7YbLxmL 

«4, mmzmfmnt:*). tem&zy T4Mzwt>&ti 
«S«i±, 7W/Pfcffl«it-f, ^-fSiigR-cffofc 

fc, (Key Finger Print) Sriftf^fcflffl-t* 

[00 7 3]:;t. ^-b'^x TcofrjWS: iffci S , 
SSft § tM6*&fc*tt£ **a'Jf^ fiKfcoi >Tt8 

HH-rs . *§w#£-m, t^'jf^ Kuwait «fc 

LT, 111 5 (a) fc^idfc, flNBffl#ID, ID 

urn, wsmr—sf. mmr-?z. ^*>jf^ 

^'J8-ltlB«LTO^ 0 {St, A-F9xmi 
if LT, 015 (b) fc^-tiafc, Wf- 

s <r t tiit cr /i- 3" >j ^mi^mx'h & . ? 
fefc. Hi 5 (c ) fcS^idfc, IffltiD, id 

fc, IWiDtl^^, AWdfiO-Sc, 

[00 74IH »ftMT14, tSflfcffl^&tf.r t T\ 
MBb fflfo** a'Jf^ fiMfitfflnrrs ; fc , 

s. 

[ o o 7 5 ] 4fc, mimmmxn, fy^;n?xf 
ycommmmco^^u^^mmimb la 

too7 6] d. %2<r)mmm 
mvrzw, i ^mmmmn, m%ffir>mwz x h 7 
r a )Uinm^. ^m&$mzfttz> 7ta ivmr^za^ 



x. mmsx^mmmim-f&b^o hcr>x-h~> 
it. ztnt. mtmmm^iEmm-otzMmm 
xfo&tK ^m2^mmmmxn, $<bfc, 
^.mmMz-m^m^xht . 

[0077]-*, Sti#fNKrif««afctJ^TIi, 

iT§^Lj ^jt^Lc^&fcfitt^^', 
WI&IEiS LfcB$ dr?', j§*> Lit m Atit fc i ^ 
«I4, TV^l/S^fc^tiafc, H3SWt^fcl>„ 

fiOM&r-^fcfliiSi^Lfc IX T029348573 
67 j £f¥AL. AV3^2 2tMfl^5. dir. ^ 
y3y2 2tfcl^. Bftr-^^&KOffiL. ^ 

7 r -f ffiolTx f-;^ ^ 5 2 3 ^ V n y 2 4 T 

97 r A )V<m.fr LfflffR t i6*HR-m(f . ^J£ffifflt"& 
7tA ;K0iB*T - ^ 34)- * ft S Si . ^iE^ffl S ft 

[0078] #«tm^iaA>L&flfffl-rs^fc lt 
L A^^o t, o ^ffi 3 b v ^ ; fc x-h h l . »# 

7 n-?'V ^ H\ El 5 IZ^tXf 77S3 0 oMa^fT 
fc, r «l^7i^ttf#lfAMaj ZAiiltzltX'fot. 
[0079] ttz, *»l&fy^/Hf7f^^ 

7tiEfflL^*&«ofij^t ix, m^mmza^x 
d ffmm&#.n wmx-fo ~> tz& , mmzm 

frikLtz, H2«-feJf JL'Jx-f /t'J 8- D 
HHBfcfflvtftff, flfiJ i D^-x v 9 <ni/Zrr 

[ 0 0 8 0 ] B^** L fc &INte $ fc«S(c 

muzi^m&ttmi itsixmi st^t. hi 
7t^t-Bf^{t (m^Lmm. m^&mm) a^x 
a, ^-r , n^m^zm^mmx'hh'mm amm 
x%^^) &m*Lfflik LxmmfrvM%.T-?\<z 

Sr») 0«ffi, KID, SflD ( I DB 

m) &#jpl, mzT-t^tkbtt* -etx, 

r-^***^ i>x7,h^§iifcr-^fc^LT, m 

^mxmmtth z b fc ± o , «^»^t- ^ 
1.0 s^fc, (HBL mmmmm) -7r-iw 

-fx (rt^iEW) , <^W^T-^fcJ;tX^ 
r-^*ft*»feft»W*T-^ 7 r A m^mh . 
[0 08 1] 018fc^fl^LfcfcV^«, ff. T 

7 r 4 /Mzasfts fir v ^i. &mm$m\ ^xwf-m^ 
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t&o it. T~-5>7T4)V<F>f~?^fafr&^vi/3. 

mmmx'W^- 9 m& 1 . ?a x Mi^tr 

t*§^fc(i, ±i£M}]<7)T-fte-^tf. Zt^zML 
t, SdBL S*^i^n;l&*iTV*frl^Kl±, ±fE$ 
^ror-^fi-Srt-S. it. t-**#«>IMRt-:? 
fr&JK 0 EfJ Lt3^ LffifB^ IX "5 SB U ±IE 

fLoib^n^w^t^^L-cv^f, Kit, amw 

t ffiftotix t v3r n ; fc iz % 4 . 

[0082] ^co j: a g^T-?*ft£tf«-§^ 

fcT. H7#&^s»/?fc. €T^Ll*J§08£tt 
«fi7^!T3<:iT^. flit. <Kg{£ 

fio &H!ftifc^£:tt5 fc fc t, m^3i^L« 

[0083] 

[HHHOS&S] ff*MEfScO#|0«;fi(f. AA^IS 

fE'li#SfctEfl£ iit A^r-^**. mieh^s^ 
J: 9£j£3ftfcVF#&T-?, fifEit«^St 
J; 9£f£§ftt&Sit. 4Jirjf*-f-^7r-f;Wc5ft 
4&flPJ1t*&MfflBll£ i fc to. «f*&<J&raii7 r 4 ;P 

* o t Ltw. Ti?$jv^-?mm&m. 

1L SH#ffiffl£l»±'t$ ; fc & fc ^ f (j5#f§ 6 

[00 84] it. !t*ll2fE«WJtJ;ix{S\ fX^ 
J: 0 . KIR 7 r 4 /WifflnSfiT^S&BMfc 

SfE t , WISH? at J: 0 . frfElIK7 r -f ;W3Ssf*§ 
v iSJUJT- miES^k#at J: 0 fMjc^ 
fef-^iJML, 3ttr*s-ScLfe«^t'{i. A* 
t ? *flc#a« SftT V ^ ^ fc fflir L . L 
&^*§^t(i. A^r-^**^'Eit«§iiTi^ fc¥« 

toTvfJVr-* fc fc tt, fffEWffi^at il-flUffe 

^Bdfc^aSL aJiHs6ffl*l»±-tS i fc S fc ^ 

[00 8 5] it. !t5f<il3lE*^BHtJ:im\ KflE 



[0 086] I«ll4lEa«^cJ;ix{i:\ ^ 

y?^f-^Sl«l, a«HSffl*ffi±-tS ' fc v 
[ 0 0 8 7 ] it. !IS<ifl5lE»0^ { c xtltS. Mi 

mw\T-? z . T^^^r-^wiEii^iMKLfcffiK 
mmm±-tz ; fc s t v^a 

[0 0 88] it. It*« 6 e»C03£H|JK i ix«f. ^[ 

##atj; o. mm&T—rzvifeeyM xiz$b\ 
s . saa0i36*.fcawiB«r-^ ^iuiea^^s^^a 

[0 089] it. rnmim.^mzi.mf, mm 

^i/zx-ox wigs^ fitii^««r- ^ & rnm^m 
mm^mzmmLxm. rnxsmzmtz*)* m 

[ o o 9 o ] it. trnmsmmmmizimi, mm 
m^mz, mmm^mfctmmmtix. mm 
mzx^xi-^WLfcZhtzmm^-? t . ffiftffl¥ 
t £ix^#>mmztifc£mmt mmmmmim 
mz^mixm. m^it^mzx^, miE«^s«4 

mmz£ ^±^Snt«^^T-^S:. lulEIEflffl 

=t »j at^€ t . memty r a )vm^mz t. o . I5IE 

Sg^r&M'ftffi^ i fc to . Mil 7 r 4 /L ^f^S i o t 
[009 1 ] it. i**a9E»^HBt: tufa 

&BBts«*. &%<ti>. &m^m^m^T-9t tt 

[ 0 0 9 2 ] it, lisRlSl 0lE»^HHt 3ittt£ . $ 
2 Offl-^-fb^at J 0 . fflEMK 7 r -f i#W|f[« 
DfM^Ltf*. liflEfM^^atJ; 0. rafE® 
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2 ffyQ&m&k X 0 fl7C§ *ut r-? fcSstf \ > 

[0093]**:, IfiRHl nea<o»qBtJ:*uf, bu 
am 2 cofM^L^fat i & as**** t ^%^ti± , fr 

I EW$r¥&t J: "3 fJfEISK? r A MPW-X^ hfz 

t mm l . lutBiamy t -r /n^wsti-c v ^ atj t- 
lEffiffl s c: t s t ^ a m&tfflt>tiz . 

I00 94]it. ff^lll 2IEaw»^tJ:<llf, m 
r 4 tf L7 r -f WUf ivCS^^&^-f 7 r -f ;U 

[ 0 0 9 5 ] SSfc. fft*3Il 3fEt8«^aj^j;^a\ if 

&BWSt£m : FSS Lfit^i: LTAil&& i a Lfc« 

x\ rvfjvr-fwimwm. mm, T^nm 
m±-r& z b hbv^j m&m ^tn> . 
[ o o 9 6 ] it*iii 4mm^mzxtni, m 
Mi'm.yrAMzma^tiX^^mmb, miesns? 

[00 9 7]sfefc, !t*IIl 5fB«0>3S1lifc iillf, & 

nmrnimt. A*r-^**t utmost 

1 «m^7 r >f J: D . tulEf E'B^atlE'S 

wt«^»&T - ^ , ffim&f&m i o fit § iifc 

I7r^/^, BS^t#®tJ:D. ISftffi#'ff#fE'fi# 



t. »2»IHIl7r-f;P4)fi#afcJ:"5s 7r 

ffiffl, ^iffiffl&Kit-r ^ - b tfTZ h b \^ a mj&m 

[oo98] ttz. imm i emm^wMzxtt^. & 

&mt. x^m^x-y]^titzf'js>vi'-f{zn 
l, m^mfrLmtzxy), m±&mx±^tifz^ 

*. HfflEm^S^ati^^itSix^m^S^T- 
^ , Ml E«*BE#at' ± *) « 5 ^^IB« . H J: 

t — s~7 1 a Mzm-t h ^m^m/m s a t * > 

^^sstH^sae, mm. T^mmm±thzb^ 
Tts&b^?m&m^fi&„ 

[02 ] ^mm^mi mwmmizmtm^^)^ 

[03 ] U 8Wr-^«§r^t-«^0T" 

[04 ] w?x*)i%* ! y<nmft zmw-f 6 tztbnyv 
-j-^-YX'foh, 

[05] %^x^sV^A^(rMm^WMhfzt)(r}yxj 

~^~vxht, 

[07] m^m^m^-^yrAiM^f^mm 

m-uz^m^mx-ht. 

ims] m?wmtn?~?y ta ^mjtirmm 

m-htzisb<r>m±mxhh, 

[09] KEW iDtiS-fc^aU-r-f ftiESHBH-t 

[010] mmtttmmtht&nmimvbh. 

[011] Bf^Six^m z PS^#^^7 ; -^7r^^ 
^fl7t:*ffi$:IMf 1 Jt-|.^toOiE±0T-*l. . 

[012] m*m£*~tm±mx*h&, 
[013] i Dmmmi^i-m^m-chh . 
[014] r-^ 7 t a >uvMmmMmw~fz>tzP> 
<r>mfmx'foh. 



(13) B2 000-56681 (P2 0 0 0-5>A) 



[His] -it aapRtestrs 'J t- < mzmm 
[Ei6] ifwmm 2 <rmwmz. x & m^m- l * 
[01 7] ^mt^mmud^^m-mn^T 
s. 

[0i8] m^^L£)iffli£%^m^#£tt£T 

[«r^>P!IJ] 

i au»$ 



2 mmmm^^v 

3 CPU 

5 ROM 

6 |fB#gE 

7 m^mm 

s ffl^ty 

8-1 -fedfaUr^^^U 

8-2 temmsiui^v 

9 M-vf-U 

10 mim 
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sw \\ 


t 


1 » 


tt 
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g^gg aggg 
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